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DETAILED ACTION 

Continued Examination Under 37 CFR 1. 1 14 

1 . A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 1 9 
November 2008 has been entered. In this amendment, claims 1 , 2, 4, 5, 7, 8, 1 1 , 14, 
15, and 20-22 have been amended. 

2. Claims 1 -22 are presented for examination. 

Response to Arguments 

3. As to the objection to the claims, the applicant has submitted amendments, and 
the examiner hereby withdraws the objection. 

4. Applicant's arguments with respect to the rejection of claim 9 under 35 USC 1 1 2 
have been fully considered and are persuasive. The rejection of 19 September 2008 
has been withdrawn. 

5. Applicant's arguments with respect to claims 1 -22 have been considered but are 
moot in view of the new ground(s) of rejection. 



Application/Control Number: 1 0/51 7,783 Page 3 

Art Unit: 2431 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

7. This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 

8. Claims 1 -4, 1 4-1 7, and 22 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Asano et al. (EP 1 185020 A1 and Asanol hereinafter) in view of 
Oishi et al. (EP 1039462 A2 and Oishi hereinafter) and Shindo et al. (US 2003/0065925 
A1 and Shindo hereinafter). 

As to claims 1,14 and 22, Asanol discloses a system and method for information 
recording and reproducing, the system and method having: 

first generating means for generating a first block key Kb1 on the 
basis of a first seed serving as key generation information set for the 
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encryption-processing unit composing the encrypted data stored on the 

information-recording medium (0031, lines 2-5); 

decrypting means for decrypting the encrypted data read out from 

said information-recording medium based on the generated second block 

key Kb2 (0038, lines 2-4; 0052, lines 2-3, 9-10). 
Asanol does not disclose: 

acquiring means for acquiring a second seed by decrypting an 

encrypted second seed read out from said information-recording medium 

on the basis of the generated first block key Kb1 ; 

second generating means for generating a second block key Kb2 by 

encrypting based on the acquired second seed. 
Nonetheless, these features are well known in the art and would have been an obvious 
modification of the system and method disclosed by Asanol , as evidenced by Oishi. 
Oishi discloses a system and method for encrypted data transfer, the system and 
method having: 

second generating means for generating a second block key Kb2 (i.e. 
storage encrypted content key) by encrypting based on the acquired second 
seed (i.e. content key) (0009, lines 11-15) in order to allow for the content key to 
be changed without requiring re-encryption of the data. 
Given the teaching of Oishi, a person having ordinary skill in the art at the time of the 
invention would have readily recognized the desirability and advantages of modifying 
the teachings of Asanol with the teachings of Oishi by using a decrypted seed to create 
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a block key. Oishi recites motivation by disclosing that providing for a process of 
assigning encryption key data to already encrypted data reduces processing time when 
editing is performed (0007, lines 1-5; 0008, lines 1-4). It is obvious that the teachings of 
Oishi would have improved the teachings of Asanol by using a seed to create a block 
key in order to provide for a process where the data does not need to be re-encrypted if 
the content key is modified in order to reduce processing time. 

Asanol in view of Oishi does not disclose: 

acquiring means for acquiring a second seed by decrypting an 

encrypted second seed read out from said information-recording medium 

on the basis of the generated first block key Kb1 . 
Nonetheless, this feature is well known in the art and would have been an obvious 
modification of the system and method disclosed by Asanol in view of Oishi, as 
evidenced by Shindo. 

Shindo discloses a system and method for encrypting information, the system and 
method having: 

acquiring means for acquiring a second seed by decrypting an 
encrypted second seed read out from said information-recording medium 
on the basis of the generated first block key Kb1 (0009, lines 1-10; 0086, 
lines 4-8). 

Given the teaching of Shindo, a person having ordinary skill in the art at the time of the 
invention would have readily recognized the desirability and advantages of modifying 
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the teachings of Asanol in view of Oishi with the teachings of Shindo by obtaining a 
seed through decryption. Shindo recites motivation by disclosing that a seed is used to 
generate changeable key data (0074, lines 1 -7) and that the seed is necessary to create 
a decryption key that is the same as the encryption key (0090, lines 6-9). It is obvious 
that the teachings of Shindo would have improved the teachings of Asanol in view of 
Oishi by acquiring a seed through decryption in order to use the seed to create a 
decryption key that is the same as the encryption key. 

As to claims 2 and 1 5, Asanol , combined with Oishi, discloses: 

master key generating means generates a master key on the basis of 
the master-key generation information (0011, lines 1-5); 

recording key generating means generates first recording key K1 
and second recording key K2 (i.e. device unique key) on the basis of the 
generated master key (i.e. LSI key) and information read out from the 
information-recording medium (0026, lines 3-7); 

said first generating means generates said first block key Kb1 (i.e. 
device unique key) by encrypting based on the generated first recording key 
K1 and the first seed (0026, lines 8-10); 

decoding means decodes encrypted data stored on the information- 
recording medium by decrypting based on the generated second block key 
Kb2 (0038, lines 2-4; 0052, lines 2-3, 9-10). 
Asanol , combined with Oishi, does not expressly disclose: 
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said second generating means generates a said second block key 
Kb2 by encrypting based on the acquired second seed and the generated 
second recording key K2. 
Asanol further discloses a system that generates a block key by encrypting based 
on the acquired seed and the generated recording key (i.e. device unique key) 
(0026, lines 8-10), but does not expressly disclose that a second block key is generated 
based on a second seed and recording key. 

Given the teaching of Asanol , it would have been obvious to a person having ordinary 
skill in the art at the time the invention was made that generating a second block key 
using a second set of information is a mere duplication of parts. See MPEP 2144.04. 

Asanol in view of Oishi does not disclose: 

said acquiring means acquires a said second seed by decrypting 
said encrypted second seed read out from the information-recording 
medium on the basis of the generated first block key Kb1. 

Nonetheless, this feature is well known in the art and would have been an obvious 

modification of the system and method disclosed by Asanol in view of Oishi, as 

evidenced by Shindo. 

Shindo discloses: 

said acquiring means acquires a said second seed by decrypting 
said encrypted second seed read out from the information-recording 
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medium on the basis of the generated first block key Kb1 (0009, lines 1-10; 
0086, lines 4-8). 

Given the teaching of Shindo, a person having ordinary skill in the art at the time of the 
invention would have readily recognized the desirability and advantages of modifying 
the teachings of Asanol in view of Oishi with the teachings of Shindo by obtaining a 
seed through decryption. Please refer to the motivation recited above in respect to 
claims 1,14, and 22 as to why it is obvious to apply the teachings of Shindo to the 
teachings of Asanol . 

As to claims 3-4 and 16-17, Asanol discloses: 

unique key generating means generates a first title unique key and a 
second title unique key on the basis of the master key, a disc ID, which is 
information read out from the information-recording medium, and two title 
keys recorded on the information-recording medium (0020, lines 2-7); 

said recording key generating means generates said first recording 
key K1 (i.e. result) by encrypting based on the first title unique key and first 
information (i.e. block seed) read out from the information-recording 
medium (0024, lines 7-10). 

9. Claims 5-6 and 1 8-1 9 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 
over Asanol in view of Asano et al. (US 2002/0085722 A1 and Asano2 hereinafter) and 
further in view of Shindo. 
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As to claims 5 and 18, Asanol discloses: 

generate a first block key Kb1 on the basis of a first seed serving as 
key generation information set for the encryption-processing unit (0031 , 
lines 2-5). 
Asanol does not disclose: 

an authentication-processing unit configured to carry out an 
authentication process with the external apparatus to receive the encrypted 
data read out from the information-recording medium in order to generate a 
session key Ks; 

a plurality of encryption-processing units, at least one encryption- 
processing unit configured; 

acquire a second seed by reading out and decrypting an encrypted 
second seed stored on the information-recording medium on the basis of 
the generated first block key Kb1 ; 

generate output-use encrypted information by encrypting data 
including the second seed on the basis of the session key Ks, 

where the output-use encrypted information obtained as a result of 
the process to encrypt data including the second seed on the basis of the 
session key Ks is output through an interface. 
Nonetheless, these features are well known in the art and would have been an obvious 
modification of the system and method disclosed by Asanol , as evidenced by Asano2. 
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Asano2 discloses a system and method for protecting information by using secret 
information, the system and method having: 

an authentication-processing unit configured to carry out an 
authentication process with the external apparatus to receive the encrypted 
data read out from the information-recording medium in order to generate a 
session key Ks (0449, lines 10-11; 0450, lines 1-3) in order to authenticate 
processes between two systems; 

a plurality of encryption-processing units (i.e. A,B), at least one 
encryption-processing unit configured (0449, lines 1-2; 0451, lines 1-2) in 
order to process data separately; 

generate output-use encrypted information (i.e. secret communication) 
by encrypting data including the second seed on the basis of the session 
key Ks (0451 , lines 7-9) in order to provide for authenticated communication 
between systems; 

where the output-use encrypted information obtained as a result of 
the process to encrypt data including the second seed on the basis of the 
session key Ks is output through an interface (i.e. between A and B) (0451 , 
lines 7-9) in order to provide for authenticated communication between systems. 
Given the teaching of Asano2, a person having ordinary skill in the art at the time of the 
invention would have readily recognized the desirability and advantages of modifying 
the teachings of Asanol with the teachings of Asano2 by encrypting data with a seed 
using a session key. Asano2 recites motivation by disclosing that authentication can be 
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performed using the session key by determining if inequality is found during verification 
of the received data (0452, lines 1-3). It is obvious that the teachings of Asano2 would 
have improved the teachings of Asanol by encrypting data with a seed using a session 
key in order to provide for authentication of the received data between systems. 

Asanol in view of Asano2 does not disclose: 

acquire a second seed by reading out and decrypting an encrypted 

second seed stored on the information-recording medium on the basis of 

the generated first block key Kb1. 
Nonetheless, this feature is well known in the art and would have been an obvious 
modification of the system and method disclosed by Asanol in view of Asano2, as 
evidenced by Shindo. 
Shindo discloses: 

acquire a second seed by reading out and decrypting an encrypted 
second seed stored on the information-recording medium on the basis of 
the generated first block key Kb1 (0009, lines 1-10; 0086, lines 4-8). 
Given the teaching of Shindo, a person having ordinary skill in the art at the time of the 
invention would have readily recognized the desirability and advantages of modifying 
the teachings of Asanol in view of Asano2 with the teachings of Shindo by obtaining a 
seed through decryption. Please refer to the motivation recited above in respect to 
claims 1,14, and 22 as to why it is obvious to apply the teachings of Shindo to the 
teachings of Asanol in view of Asano2. 
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As to claims 6 and 19, Asanol discloses: 

generate a master key on the basis of master-key generation 
information held by the information-recording medium drive (0011, lines 1- 
5); 

generate two recording keys K1 and K2 (i.e. device unique key) on the 
basis of the master key (i.e. LSI key) and information read out from the 
information-recording medium (0026, lines 3-7); 

generate the first block key Kb1 (i.e. device unique key) by carrying 
out an encryption process based on the generated first recording key K1 
and the first seed (0026, lines 8-10). 
Asanol does not disclose: 

acquire the second seed by decrypting the encrypted second seed 
stored on the information-recording medium on the basis of the generated 
first block key Kb1 ; 

generate the output-use encrypted information by encrypting data 
including the second seed and the second recording key K2 on the basis of 
the session key Ks; 

output the output-use encrypted information including the second 
seed and the second recording key K2 through an interface. 
Nonetheless, these features are well known in the art and would have been an obvious 
modification of the system and method disclosed by Asanol , as evidenced by Asano2. 
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Asano2 discloses: 

generate the output-use encrypted information by encrypting data 

including the second seed and the second recording key K2 on the basis of 

the session key Ks (0451 , lines 7-9) in order to provide for authenticated 

communication between systems; 

output the output-use encrypted information including the second 

seed and the second recording key K2 through an interface (0451, lines 7-9) 

in order to provide for authenticated communication between systems. 

Given the teaching of Asano2, a person having ordinary skill in the art at the time of the 

invention would have readily recognized the desirability and advantages of modifying 

the teachings of Asanol with the teachings of Asano2 by encrypting data with a seed 

using a session key. Please refer to the motivation recited above in respect to claims 5 

and 1 8 as to why it is obvious to apply the teachings of Asano2 to the teachings of 

Asanol. 

Asanol in view of Asano2 does not disclose: 

acquire the second seed by decrypting the encrypted second seed 

stored on the information-recording medium on the basis of the generated 

first block key Kb1. 
Nonetheless, this feature is well known in the art and would have been an obvious 
modification of the system and method disclosed by Asanol in view of Asano2, as 
evidenced by Shindo. 
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Shindo discloses: 

acquires a second seed by decrypting the encrypted second seed 
stored on the information-recording medium on the basis of the generated 
first block key Kb1 (0009, lines 1-10; 0086, lines 4-8). 
Given the teaching of Shindo, a person having ordinary skill in the art at the time of the 
invention would have readily recognized the desirability and advantages of modifying 
the teachings of Asanol in view of Asano2 with the teachings of Shindo by obtaining a 
seed through decryption. Please refer to the motivation recited above in respect to 
claims 1,14, and 22 as to why it is obvious to apply the teachings of Shindo to the 
teachings of Asanol in view of Asano2. 

10. Claims 7, 8, 20, and 21 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Asano2 in view of Asanol . 

As to claims 7 and 20, Asano2 discloses: 

an authentication-processing unit for carrying out an authentication 
process with the external apparatus outputting the encrypted data in order 
to generate a session key Ks (0449, lines 10-11; 0450, lines 1-3); 

acquiring a seed (i.e. content key) used as key generation information 
and a recording key (i.e. table key) by decrypting, based on the session key, 
said encrypted information received through the data input interface (0557, 
lines 9-15). 

Asano2 does not disclose: 
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generating a block key to be used as decryption key for decryption 
of said encrypted data by encrypting, based on the seed and the recording; 
decrypting, based on the block key, said encrypted data. 
Nonetheless, these features are well known in the art and would have been an obvious 
modification of the system and method disclosed by Asano2, as evidenced by Asanol . 
Asanol discloses: 

generating a block key to be used as decryption key for decryption 
of said encrypted data by encrypting, based on the seed and the recording 
key (i.e. device unique key) (0026, lines 8-10) in order to recreate a key with 
which to restore original data; 

decrypting, based on the block key, said encrypted data (0052, lines 
9-10) in order to restore original data. 
Given the teaching of Asanol , a person having ordinary skill in the art at the time of the 
invention would have readily recognized the desirability and advantages of modifying 
the teachings of Asano2 with the teachings of Asanol by creating a block key from 
supplied data. Asanol recites motivation by disclosing that encrypting block data with 
different encryption keys enhances the protection against cryptanalysis of the data 
(001 6, lines 6-8). It is obvious that the teachings of Asanol would have improved the 
teachings of Asano2 by creating a block key from supplied data in order to enhance 
protection against cryptanalysis. 



As to claims 8 and 21 , Asano2 discloses: 
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an authentication-processing unit for carrying out an authentication 
process with the external apparatus to receive the encrypted data read out 
from the information-recording medium in order to generate a session key 
Ks (0449, lines 10-11; 0450, lines 1 -3); 

a plurality of encryption-processing units, at least one encryption- 
processing unit (0449, lines 1-2; 0451, lines 1-2); 

means for generating output-use encrypted information encrypting 
the decrypted data on the basis of the generated session key Ks (0557, 
lines 5-7); 

where the output-use encrypted information obtained as a result of 
encrypting of the decrypted data on the basis of the session key Ks is 
output through an interface (0557, lines 5-11). 
Asano2 does not disclose: 

means for generating a block key on the basis of a seed serving as 
key generation information set for the encryption-processing unit; 

means for acquiring decrypted data by decrypting the encrypted data 
read out from the information-recording medium on the basis of the 
generated block key. 
Nonetheless, these features are well known in the art and would have been an obvious 
modification of the system and method disclosed by Asano2, as evidenced by Asanol . 
Asanol discloses: 
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means for generating a block key on the basis of a seed serving as 
key generation information set for the encryption-processing unit (0031 , 
lines 2-5) in order to recreate a key with which to restore original data; 

means for acquiring decrypted data by decrypting the encrypted data 
read out from the information-recording medium on the basis of the 
generated block key (0038, lines 2-4; 0052, lines 2-3, 9-10). 
Given the teaching of Asanol , a person having ordinary skill in the art at the time of the 
invention would have readily recognized the desirability and advantages of modifying 
the teachings of Asano2 with the teachings of Asanol by creating a block key from 
supplied data. Please refer to the motivation recited above in respect to claims 7 and 
20 as to why it is obvious to apply the teachings of Asanol to the teachings of Asano2. 

1 1 . Claims 9-1 3 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 

Asanol in view of Oishi. 

As to claim 9, Asanol discloses: 

generating, outside the information-recording medium (i.e. in 

information recorder), a first seed (i.e. ATS) serving as key generation 

information set for each of encryption-processing units composing said 

encrypted data (0017, lines 5-9; 0018, lines 1-5); 

storing said first seed in the information-recording medium (0034, 

lines 5-6). 
Asanol does not disclose: 
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generating, outside the information-recording medium, a second 
seed service as key generation information encrypted on the basis of a first 
block key Kb1 generated on the basis of said first seed; 

storing said second seed in the information-recording medium; 
generating, outside the information-recording medium, an encrypted 
content encrypted on the basis of a second block key Kb2 generated on the 
basis of said second seed; 

storing said encrypted content in the information-recording medium. 
Nonetheless, these features are well known in the art and would have been an obvious 
modification of the system and method disclosed by Asanol , as evidenced by Oishi. 
Oishi discloses: 

generating, outside the information-recording medium (i.e. at data 
processing apparatus), a second seed (i.e. content key) serving as key 
generation information encrypted on the basis of a first block key Kb1 
generated on the basis of said first seed (0014, lines 12-14) in order to allow 
for the content key to be changed without requiring re-encryption of the data; 

storing said second seed in the information-recording medium (i.e. 
storage device) (0009, lines 8-10) in order to allow the seed to be provided; 

generating, outside the information-recording medium, an encrypted 
content encrypted on the basis of a second block key Kb2 generated on the 
basis of said second seed (0009, lines 3-5, 8-1 1 ) in order to protect the 
content; 
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storing said encrypted content in the information-recording medium 
(0014, lines 3-5) in order to allow the encrypted content to be retrieved. 
Given the teaching of Oishi, a person having ordinary skill in the art at the time of the 
invention would have readily recognized the desirability and advantages of modifying 
the teachings of Asanol with the teachings of Oishi by using a decrypted seed based 
on another seed. Oishi recites motivation by disclosing that providing for a process of 
assigning encryption key data to already encrypted data reduces processing time when 
editing is performed (0007, lines 1-5; 0008, lines 1-4). It is obvious that the teachings of 
Oishi would have improved the teachings of Asanol by using a seed to create a block 
key in order to provide for a process where the data does not need to be re-encrypted if 
the content key is modified in order to reduce processing time. 

As to claim 10, Asanol discloses: 

where the first seed is stored inside control information set for each 
of encryption-processing units whereas the second seed is stored as 
encrypted information in a user-data area outside the control information 
(0022, lines 2-3; 0023, lines 3-6). 

As to claim 1 1 , Asanol discloses: 

where the first seed (i.e. seed) is stored in a user-data area as 
unencrypted data whereas the second seed (i.e. data in block) is stored in 
the user-data area as part of said encrypted data (0023, lines 3-6). 
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As to claim 12, Asanol discloses: 

where the encrypted data is a transport stream packet (001 8, lines 8- 
9), the first seed is stored inside control information for a plurality of 
transport stream packets (0018, lines 4-7; 0022, lines 2-3), and the second 
seed is stored as encrypted information inside one of the transport stream 
packets in a user-data area outside the control information (0023, lines 3-6). 

As to claim 13, Asanol discloses: 

where the first seed is stored inside a transport stream packet in a 
user-data area as unencrypted data whereas the second seed is stored as 
encrypted information inside the transport stream packet in the user-data 
area (0018, lines 4-10; 0023, lines 3-6). 

Prior Art Made of Record 

1 2. The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure. 

a. Okaue et al. (US Patent 6,61 8,789 B1 ) discloses a system and method for 
a security memory card compatible with secure and non-secure data processing 
systems. 
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Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Sarah Su whose telephone number is (571) 270-3835. 
The examiner can normally be reached on Monday through Friday 7:30AM-5:00PM 
EST.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Sarah Su/ 

Examiner, Art Unit 2431 

/Christopher A. Revak/ 
Primary Examiner, Art Unit 2431 



